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Welcome to Tech
Trends anno 2025

EDITORIAL

It is my pleasure to invite you into the world of Prevas. You are
reading our latest TechTrends and we hope you will enjoy and
find inspiration in our articles. This issue of TechTrends concen-
trates on Cybersecurity, a serious challenge that has become
even more relevant in all aspects considering the geopolitical
situation.

Innovation and collaboration are at the heart of Prevas’ appro-
ach. The company transforms customer ideas into competitive,
real-world solutions, emphasizing continuous innovation, en-
vironmental responsibility, and sustainability. This customer-focu-
sed mindset has allowed Prevas to remain agile and responsive
to the ever-changing needs of modern industries.

A significant aspect of Prevas’ strategy is its proactive approach
to cybersecurity, especially in light of upcoming EU regulations
like the Cyber Resilience Act (CRA) and NIS2. The company is
preparing by offering comprehensive cybersecurity strategies
within embedded systems and manufacturing i.e secure boot
processes, key and certificate management, and rigorous risk
assessments. Prevas Industrial Linux platform (PIL) provides a
secure, continuously updated, and adaptable system, further
supported by services such as penetration testing and vulnerabi-
lity management to ensure regulatory compliance.

Overall, Prevas positions itself as a forward-thinking, innovative
partner committed to driving technological advancement, robust
cybersecurity, and regulatory compliance in today’s dynamic
digital landscape.

Henrik Moller
|

President Prevas Denmark
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More than 1100
employees across
Scandinavia

Prevas has now established
a Nordic group with 1,100
employees and operations in
Sweden, Norway, Denmark,
and Finland.

Through the acquisition of
Enmac in Finland in 2024
Prevas welcomes more than
200 employees across 8
locations in Finland.

Prevas, together with Enmac,
offers a comprehensive range
of services and solutions tailo-
red to meet the ever-changing
needs of modern industries.

With a focus on innovation,
technology and expertise, we
help companies optimize and
streamline their operations,
improve productivity and
achieve sustainability. In close
cooperation with our
customers, we contribute to
solving major societal
challenges and we constantly
see new opportunities in our
dynamic world.

Please give us more
problems

Since the beginning in 1985,
we've joined our

customers in solving tens of
thousands of problems - and
in most industries with over

8,500 projects delivered.

Who is Prevas?

Prevas is a development hub with
ingenuity at its core. With high
technical competence and deep
business understanding, we help
customers from a wide variety of
industries benefit through
continuous technological
innovation.

8,500 project launches -
and counting..

Improvement through Prevas’
wealth of technical expertise, and
our teams’ unique ingenuity -
making your products, services, or
industry more efficient, user-
friendly, and profitable. From
solving problems together, to
seeing your solutions materialize in
front of your eyes.

Join us!

That is exactly what we strive to
deliver.

To transform our customer’s
requirements and ideas into
innovative and competitive
solutions, an in-depth under-
standing of their operations and
businesses is mandatory. Prevas
has the required knowledge.

Prevas offers competent and
experienced value engineering
and project management in many
industries and we can handle all
phases, from identification and
scoping, to execution and ancho-
ring. We want to do good for pe-
ople, the planet and profits. And
we take environmental responsibi-
lity in each project.

At Prevas, we believe that people are at the heart of our success.
We support individual growth and ensure that you have the tools to advance your skills and career.
With a wide range of projects across various industries, every day brings new and exciting challenges.

You'll be surrounded by knowledgeable and approachable
colleagues who are ready to help you thrive. If youre driven by innovation and passionate about
technology, Prevas is the perfect place for you.

40 years of experience in these
industries:

Energy

Digital Services
Cybersecurity

Life Science

Engineering Manufacturing
Defence

Automotive & Transportation
Food & Beverage

Products & Units

Steel & Minerals

Telecom

Welcome to the
Nordic Development
House.

Become part of something bigger - send us your application today at job@prevas.dk!

WHO IS PREVAS / 3
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Shaping the digital
future

In the near future, there will be
new regulations regarding cyber-
security. The EU has set 2027 as
the year that will bring significant
changes to promote cyber resilien-
ce, safeguarding our communica-
tion and data and keeping online
society and economy secure.
These changes will have a lasting
impact and will pose challenges
to many especially production
companies.

Cybersecurity cannot simply be
checked off a list; it will be deeply
integrated into organizational
processes and must be consi-
dered from the early stages of
product development.

Currently, having control over
cybersecurity is not a secure

-
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practice nor a major selling point.
However, it will become a legal
requirement to be able to demon-
strate the security of your producti-
on setup and "keys”. While some
may find it manageable, it may
seem unmanageable for interna-
tional companies with production
facilities spread across the world.

We are witnessing an increasing
number of companies already
implementing necessary security
measures in their production and
basic organization. If you do not
start addressing your organizati-
on’s challenges in this area, you
will fall significantly behind. It is
crucial to have control over
software updates not just now, but
continuously even after the
product has been launched.
Additionally, it is important to
ensure that you have Secure Boot
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and proper key storage. It may be
challenging to determine what is
most important, where to begin,
and where the responsibility lies
within the organization.

The European Commission
presented a new Cybersecurity
Strategy at the end of 2020 that
covers the security of essential
services such as hospitals, energy
grids and railways. Furthermore it
covers the security of the ever-in-
creasing number of connected
objects in our homes, offices and
factories and this is a gamechan-
ger for many production
companies.

We are examining a reality in
which the upcoming EU legislation
applies not only to products
manufactured after the cut-off
date but also to those already in
stock before distribution.

The EU is imposing substantial
fines, with penalties reaching up
to 15 million euros or 2.5% of a
company’s global turnover. In the
future, cybersecurity will become a
key selling point and a significant
competitive advantage, making it
essential for companies to
succeed in this market.

NIS2

NIS2 strengthens the security
requirements for companies by
imposing a risk management
approach and outlining the core
cybersecurity measures that all
in-scope companies must
implement. Determining where
to begin cybersecurity for your
company can be challenging,
especially when trying to establish
an overview of your security mana-
gement.

It is essential to address several
key questions when developing a
cybersecurity strategy.

One important aspect of security
management is file and source
code management, along main-
taining control over certificates
and key management. We recom-
mend utilizing a modern version
control system, since the security
and trust of software heavily rely
on keys and certificates.

To comply with the requirements
from NIS2 a start could be a
Cybersecurity Risk Assessment
model to define security require-
ments, level of protection, and,
risk evaluation.

Security by design
Implementing a “security by
design” approach is crucial for a
robust cybersecurity strategy. It is
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key to defence in depth design
and a good practice is to encapsu-
late or place large frameworks into
containers, such as Chromium, Qt,
or ROS, while ensuring that you
do not add unnecessary features.

Monitoring security-related is-
sues is also vital. CVE (Common
Vulnerabilities and Exposures)
monitoring, using well-known
databases like NVD from NIST,
allows you to receive notifications
whenever there are updates or
changes, keeping you informed
about potential risks.

Establishing a test rack is essenti-
al for qualifying security update.
Developing test cases requires as
much effort as coding but is critical
for simulating real-world scenarios
and conducting integration and
performance tests for security.
Always have your test equipment
assembled and ready for use as
part of your update strategy.

Root of Trust (RoT) is the founda-
tional security component of a
connected device, consisting of a
set of inherently trusted functions
that the system can use to ensure
security. RoT requires hardware
anchoring and secure boot, which
prevents malicious software from
loading during the startup pro-
cess.

When considering security in your
design, it is crucial to manage
aspects such as secure storage,
secure updates, secure debug-
ging, and secure hardware design.
Implementing these measures
helps minimize your attack surface
and to meet the requirements
from Cyber Resilience Act (CRA).



TECH TRENDS

Cybersecurity Industrial
Linux Platform (PIL)

!

execution

packages

Firmware
signing

Predefined
Secure PIL Plus

External tooling

Confined app.

Container Orchestrations

Secure Boot
Root and chain of trust.
Secure provisioning.

Key and Certificate Cyber Security
Management log
User
Management

Hardening

Firewall, interface

shutdown, feature
validation etc.

Encrypted

Storage
Partitions

Secure Key

Storage
OP-TEE or TPM based

Encrypted
software updates

Predefined
PIL Basic

Basic Linux System

Dual boot remote update, adaptive update option, factory-reset fallback, read-only rootfs,
small footprint, containerized build-setup, well tested, CVE alert service, persistent storage,
configuration management, Yocto based etc.

Secure Embedded Platform

Cyber Security capable hardware Cyber Security emulated hardware
QEMU x86_64 and ARM_64 il

Complete partner in
realising Cybersecurity
Industrial Linux Plat-
form - Based on Prevas
Industrial Linux (PIL)

Quiality enhanced and documen-
ted Linux platform covering the
full and long secure lifecycle of a
product, with a plan for software
platform maintenance and reuse.

Secure Prevas Industrial Linux is
built in blocks as there is no such
thing as one-size-fits-all, when it
comes to cybersecurity. PIL ba-
sed Linux systems are born with
a certain cybersecurity feature
set and has to be customized to
the risk-assessment made for the
given product.

All areas relevant to assess with

respect to cybersecurity are known
and in the concept of PIL, a good
foundation to start from has been
established as predefined Secure
PIL Plus Packages, as shown in the
overview.

To establish a cyber secure pro-
duct, it is crucial to use hardware
that meets certain cybersecurity
requirements. Once the appropri-
ate hardware is in place, we focus
on creating a configuration based
on open source technology. We
always begin by building PIL Basic,
which is a standardized and tho-
roughly tested configuration that
can be delivered within six weeks.

PIL Basic operates with a two
partition setup - A and B where
the remote update functionality
switches between A and B during
updates. This design ensures
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that a functional version is always
active; when updates are made
to Version A, Version B continues
to run, and vice versa. Customers
have the opportunity to use adap-
tive updates, rather than perfor-
ming full firmware update each
time changes are made.

To maintain optimal control and
security, you will receive a daily
alert whenever there are CVE
changes relevant to the system.

Additionally, the entire setup is
designed to ensure that the custo-
mer is independent of Prevas after
delivery, if they don‘t want a fixed
cost maintenance plan.

PIL Basic is a fixed configuration
that cannot be modified. If custo-
mization is needed, we offer

PIL Plus changes to PIL Basic,
which is a customization to meet
the specific needs and require-
ments of the customer.

When customizing the platform,
there are several key elements
that must be addressed, marked
by a thin green ring. Below, we
will explore the most important
aspects.

Key and Certificate Management
Keys and certificates are typically
valid for limited time, after which
they need to be updated to
maintain a high level of security.
The method for updating these
components is tailored to each
customer’s specific needs.

Cybersecurity Log

We adhere to IEC-62443 stan-

dard, ensuring compliance with
EU legislation related to Cyber-
security.

Hardening

A GAP analysis is often conducted
to prioritize the most critical securi-
ty requirements for the customer.
This detailed analysis ensures we
harden only the prioritized security
features without over-engineering
the solution.

Secure Boot

We ensure that the system is
designed with security in mind,
starting with the Root of Trust
(RoT). This initiates a secure boot
process by confirming the validity
of the bootloader before booting.
Once RoT has been established
the system can proceed to boot
in a validated state. The validated
bootloader then establishes the
Chain of Trust (CoT), ensuring
that the entire subsequent boot

sequence is also validated.

User Management

We provide a tailored solution for
each customer. It is essential to
clarify the minimum access levels
and permissions that the customer
desires. A bare minimum solution
is often enough, or must be en-
hanced for more complex permis-
sion requirements.

Secure Key Storage

Our key storage solution is based
on either OP-TEE (TEE = Trusted
execution environment) or Trusted
Platform Memory (TPM).

In addition to the required ele-
ments, there are other features
that may be relevant for individual
customers to consider.

Confined Application Execution
Applications to run in a restricted
environment with limited access,
according to specified permissions
often Docker or Podman is used.

Firmware Signing

This is crucial for establishing both
boot and root of trust. The specific
requirements for firmware signing
are customized for each customer,
depending on key storage and
firmware signing and infrastructure
requirements.

Encrypted Storage

We utilize encrypted partitions;
however, the solution is again
tailored to the hardware and
customer requirements on what to
decrypt and how hard to encrypt
it.

Encrypted Software Updates
If necessary, update bundles can
be encrypted. While updates are
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normally transmitted via encrypted
communication, this provides an
added layer of security and could
enable support for secure USB
mass storage device transportati-
on of update bundles.

Finally, addlitional customization
options are added based on
customer needs. When PIL is im-
plemented, Prevas offers system
maintenance with multiple annual
updates, ensuring that the custo-
mer always has the latest features
and the highest security standards.



Selected eSO ogy partner fo

cybersecurity and hardware development

Developing cyber-
secure medical equip-
ment entails significant
demands regarding
documentation, stan-
dards, and technical
solutions. In the devel-
opment of LYNG, Ably
Medical collaborated
with Prevas in selected
technical areas, par-
ticularly focusing on
hardware components,
production testing, and
cybersecurity.

LYNG is Ably Medical’s pro-
prietary no-touch monitoring
solution designed to assist
healthcare professionals with
real-time data, helping to
prevent pressure ulcers and
patient deterioration. The
solution measures various vital
signs, including heart rate, re-
spiratory rate, and movement
in bed, with a strong emphasis
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on data security and
operational robustness.

LYNG provides accurate,
continuous health monitoring
that can be accessed via both
mobile and stationary devices,
thereby reducing administra-
tive workloads for healthcare
professionals.

LYNG measures vital functions
such as heart rate, respiratory
rate, and movement in bed.
Additionally, the solution can
be wirelessly integrated with
third-party devices, providing
insights into temperature,
blood pressure, and blood
oxygen levels.

The LYNG solution consists
of two different sensor mats
placed under the mattress in
the hospital bed and a central
unit that collects, processes,
and forwards data from these
mats. Prevas contributed to
the development of hardware
for the sensor system and

its power supply, including a
backup battery that ensures
four hours of operation during
patient transfers.

Data collection occurs on a
Zephyr-based sensor board
within the mats, and the data
is relayed to a central unit.

This unit is equipped with a
powerful processor running a
Prevas-developed Linux Board
Support Package (BSP) that
processes the data. It also in-
cludes wireless communication
capabilities utilizing WiFi-6 and
5G technology, allowing data
to be transmitted directly to
healthcare personnel’s plat-
forms.

This setup enables staff to
receive immediate alerts and
information, enhancing their
reaction time in emergencies
while significantly reducing
their manual workload, allow-
ing them to focus more on
patient care.

When developing medical
equipment, compliance with
numerous standards is crucial.
These standards encompass a
wide range of requirements,
from patient safety and ele-
ctromagnetic compatibility
(EMC) to cable types and
ingress protection (IP) ratings.
Meeting these standards ne-
cessitates extensive documen-
tation, especially concerning
the cybersecurity of the pro-
duct, which is a primary focus
for Ably given that the system
manages sensitive personal
data.

In addition to enhancing Ably’s
cybersecurity measures, Prevas
developed the entire testing
setup, which includes EMC
pre-compliance tests, climate
cabinet tests, 5G radio tests,
and the necessary documenta-
tion.

Beyond environmental testing,
Prevas also created test equip-
ment for production, includ-
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ing test fixtures and racks for
verifying printed circuit board
assemblies (PCBAs) directly
from the production line. This
ensures high quality and mi-
nimizes the risk of incorrect
assembly in the final product.
Prevas supplied crucial com-
ponents of the production test
equipment and software, inclu-
ding installation and Factory
Acceptance Testing (FAT) in
the production hall.

For Ably, cybersecurity has
been a vital consideration. To
secure the product, Prevas
adhered to IEC 81001-5-1, the
standard for cybersecurity in
medical devices. This process
commenced with defining the
requirements outlined in the
standard, followed by threat
modelling and risk assessment.

Subsequently, procedures
were established to ensure
compliance with these requi-
rements throughout the de-
velopment, production, and

ably

disposal of LYNG.

When developing software for
medical devices, compliance
with the IEC 62304 standard
is mandatory. Prevas created
documentation packages to
meet the standard’s require-
ments. IEC 62304 specifies
lifecycle requirements for
medical device software and
is structurally aligned with the
IEC 81001 standard, which
details safety activities throug-
hout the product life cycle.

Prevas has made substantial
contributions to Ably Medical’s
development work, especially
in hardware, testing solutions,
and cybersecurity. The clo-

se collaboration and Prevas’
expertise in standards such as
IEC 81001-5-1 and ISO 14971
have reinforced the solution
and enhanced Ably’s overall
development process.
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On-the-spot
remote access

BifrostConnect offers
plug-and-play remote
access, the ad-hoc altermative
for operational teams when
traditional methods aren't
enough.

Remote Access as it should be.
Whenever you require an

immediate connection to critical
equipment, BifrostConnect facilita-
tes on-the-spot remote access, per-
fectly suited for third-party access
situations in both IT and OT fields.

e Portable and battery-powered

* No local software installation
required

*  Out-of-band access with no
need for network integration

e Easy to use —no training
required

*  Supports Zero Trust architecture
principles

e Designed for use in isolated,
airgapped environments

¢ True plug-and-play setup with
rapid on-site activation

There are thousand of remote ac-
cess solutions out there, but

only one offer:

* No training necessary

*  No network access required
*  No security compromised

Its NOT a box. It's a bridge.
BifrostConnect is a highly secure
remote access solution that bridges
the gap between the connected
equipment and your IT Specia-
list, regardless of the distance
between them. Designed and
manufactured in Denmark.
BifrostConnect is built on
Nordic values of innovation,
quality, and trust.

Prevas has contributed with:
e Hardware

e Software

¢ Prevas Industrial Linux

¢ Mechanics

¢ Project Management

¢ Quality Assurance

R BIFROST

connect

Redefining shoe
impregnation

Imbox has developed the
world's only in-store foot-
wear treatment system,
which provides the
appropriate treatment for
footwear in less than a
minute. This solution is easy
and safe to operate, levera-
ging innovative technology
that treats over 35 million
pairs of shoes annually.

Imbox’s mission is to deliver the
best and most innovative pro-
tection system for all clothing
through automated technology
and sustainable solutions.

To support this, Prevas has
created a new controller that
replaces an existing industrial PC
used for displaying the user
interface. They have also
updated the IO board, resulting
in a more tailored solution rather
than a standard one.

The new controller is based on
the i.MX8 platform, and Prevas
has developed an embedded
Linux solution specifically for this
controller, ensuring that both the
platform and its applications are
up-to-date.

Prevas Industrial Linux is a
customized Linux board support
package (BSP) featuring Secure
Boot, making it a solid
foundation for a cybersecure
platform for Imbox. By utilizing
Prevas Industrial Linux, a tho-
roughly tested design has been
achieved, minimizing risk and
ensuring a faster time-to-market.
This approach also allows for
ongoing maintenance of the
entire platform through regular
firmware updates.

Prevas has contributed with:
e Hardware development

e Linuxdevelopment

e Embedded software

e Application development
e Cybersecurity

@] IMBOX

PROTECTION ©
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Do you need to comply
with EN 18031-1?

If you manufacture a This requirement will also apply  cybersecurity measures into your
device that contains radio to products already on the products, you will face a significant

functionalities, it is market that are sold after this challenge.

essentialtobeawareof ~ date- - L

the EU's harmonization So, why is ‘Fhe harmonization of
Many everyday products con- EN 18031 important? In general

of the EN 18031 standard taining radio technology will terms, this means that manufactu-

series, as this may signifi- e impacted. For example, any rers can still perform a CE con-

cantly affect your device.  device that can communicate via  formity assessment on their own

- also within Articles 3.3 (d), 3.3 (),
and 3.3 (f) - by documenting their
compliance with the relevant EN
18031 standards.

the internet - whether directly or
through other equipment - falls
under Article 3.3 (d).

Starting from 1 August 2025,
when the Radio Directive’s cyber-
security requirements take effect,
all products with radio capabilities ~ As a manufacturer, it is crucial to
that fall under Articles 3.3 (d), 3.3 evaluate whether your products
(e), and 3.3 (f) of the RED DA will will be subject to these new
need to meet a range of new requirements. If they are, and if
cybersecurity standards. you haven't previously integrated

EN 18031-1

RED: 3.3 (d): Ensure network protections not harm the network nor misuse network resources.

Common security requirements for general internet-connected radio equipment.
Applicable to: all internet connected radio equipment.
Addressing security and network risks inherent in such devices.

EN 18031-2

RED: 3.3 (e): Ensure network protections of personal data and privacy of the user / subscriber.
Focused on radio equipment that processes personal, traffic, or location data.

Applicable for all internet connected radio equipment, childcare radio equipment, toys radio equipment and
wearable radio equipment.

Addressing specific security and privacy risks associated with these devices.

EN 18031-3

RED: 3.3 (f): Ensure protection from fraud.

Focused on internet connected radio equipment processing virtual money or monetary value.
Applicable to devices that transfer money, monetary value, or virtual currency.

Addressing security and financial risks inherent in such devices.

DO YOU NEED TO COMPLY WITH EN 18031-1 /11
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Cybersecurity and
the Cyber Resilience

Act (CRA)

The Cyber Resilience Act
(CRA) takes effectin
December 2027, requi-
ring all products with
digital elements
entering the European
market to conform.

In short, any electronic device that
connects to another device or
network falls under this new
legislation. The act also affects
supporting software solutions.

Standards

Currently, harmonized standards
under the CRA have not yet been
established. However, an ENISA
report emphasizes that existing
industrial cybersecurity standards
provide a solid foundation for com-
pliance. For electronic products,
IEC 62443-4-2 is a well-recognized
standard outline security require-
ments for industrial components
and serves as a strong starting
point. Additionally, for secure lifecy-
cle management, IEC 62443-4-1 is
an excellent reference.

Where to begin

Conduct a GAP analysis to assess
how both your current products,
but also your development and
maintenances processes compare

to the requirements of the Act.
Key aspects to consider include:

e Secure Development Prac-
tices - Implement security from
the start by integration secure
coding, threat modelling, and
risk assessments into the devel-
opment lifecycle.

e Component Security - Ensure
that both software and hard-
ware components are sourced
from trusted suppliers that
adhere to security regulations.

¢ Vulnerability Management -
Establish processes to identify,
assess, and mitigate vulnera-
bilities throughout the product
lifecycle.

e Patch Management - Devel-
op a structured approach for
ongoing security updates and
patches, as manufactures are
obligated to provide Patch
Management for at least five
years after the products
release.

¢ Documentation
Compliance - Maintain detai-
led security documentation to
meet CRA requirements.
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Device

X

Solutions

There are multiple ways to meet
CRA requirements. While it is pos-
sible to develop a custom solution
without adhering to a specific
standard, it is beneficial to ensure
compliance with established stan-

dards.

Prevas provides expertise in
interpreting CRA regulations and
guiding efficient compliance strate-
gies and implementation. We also
offer solutions such as Prevas Indu-
strial Linux (PIL) - a proven platform
designed to meet key IEC 62443-
4-2 requirements - helping our
customers accelerate the delivery
of compliant devices to market.

For more details on PIL, see pages
6-7.

This case involves a
customer who wishes

to remain anonymous
due to the nature of their
product.

The challenge at hand is how to
convince all parties that cyber-
security is essential for the future.
While legislation at the European
level, along with a deadline for
implementation, sets the stage, the
real challenge lies in actual execu-
tion.

In this case we began by gather-
ing an overview of the customer
and the types of products being
brought to market. For the custo-
mer it applies that the same type
of product was developed across
different markets and industries,
each requiring compliance with
varying legislation.

Organizational interference
A GAP analysis was conducted for
each product to determine how
they could be made compliant
with cybersecurity requirements
within their respective markets and
industries. Once we understood
the specifics for each product, the
next step was implementation.

The results of the GAP analysis
extend beyond simply enhancing
the security of the product; they
also encompass the surrounding
environment. Implementing these
changes often requires adjust-
ments to working methods and
new documentation standard,
which may lead to resistance as
established workflows are altered.

Management will also need to
adapt, as any budget adjustments
for these changes must be ap-
proved. As a result, informal or
“cowboy” methods will no longer
be acceptable, given that cyber
security demands a structured
approach and proper documen-
tation. This particularly affects the
development department, which
will need to adjust to these new
requirements.

This resistance is not uncommon;
achieving cybersecurity complian-
ce represents a significant change
in both processes and financial
investment.

New and existing

procedures

In this instance, we needed to
develop a strategy ensuring that
future products would meet the
new standards regarding cyber-

To remain anonymous,
neither the customer’s

name, location, nor
product details are
mentioned.

security while also allowing existing
products to remain on the market.

Bringing existing products into
compliance with legislation can be
quite costly. However, the expense
of removing these products from
the market can also be signifi-
cant, depending on the type and
quantity involved. In this case, the
customer decided to keep pro-
ducts available, which necessitated
optimizing the current R&D and
maintenance process. In additi-

on to serving as a cybersecurity
partner, we also took on the role of
project manager in this situation.

Approach

We assumed the role of project
manager and advisor, establishing
new development processes and
systems while focusing on change
management to help the company
meet cybersecurity requirements.
This approach allowed us to ope-
rate as both business and technical
consultants, leveraging our skilled
team’s ability to navigate both re-
alms. By interpreting the technical
requirements within business con-
text, we ensured that everyone in
the organization understood both
the importance and the methods
to comply with EU legislation.

CASE / UNDISCLOSED CUSTOMER/ 13



OFFERINGS

Prevas is a strategic cybersecurity partner

4 N\ N\ [
Industries Cyber motivation Common standards

NIS/NIS2 IEC 62443
Security legislation in companies that are Series of standards that address

Maritime critical to society. security for operational techno-

logy.
RED-DA
. Radio Equipment Directive ETSI 303 645

Industrial Delegated Act - all products with radio Consumer loT devices that are

connection. connected to network infrastruc-
ture.
: . CRA
Life Science
Cyber Resilience Act - all products with IEC 81001-5-1
connections to network or other devices. Medical Device cybersecurity
Medico and Life Science products. Radio Equipment cybersecurity
PCI-DSS
Energy Payment solutions and payment

cards.
IACS UR E27

Payment Maritime devices.
NATO
Defence.
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Prevas has been providing electronic solutions with a strong focus on security for many years, and we
are well-versed in helping customers develop devices in accordance with established cyber standards.

Regulations

Prevas as aligned with forthcoming EU regulations,
including the Cyber Resilience Act, NIS2, and changes
to Radlio Directive, among others, all aimed at en-
hancing device and OT cybersecurity across Europe.
Although all the specific requirements are not yet fina-
lized, we have a wide range of cyber product offerings
aimed at meeting upcoming requirements.

Standards

At Prevas, cybersecurity encompasses a holistic appro-
ach that includes device security, the device environ-
ment, and the development and production environ-
ments where the device will be manufactured and
updated. This approach integrates multiple standards
(such as IEC 62443, ETSI 303 645 and IEC 81001-5-1)
to ensure that the devices developed by Prevas ope-
rate securely both now and in the future.

Prevas Industrial Linux (PIL)

Prevas has the largest Scandinavian independent
Industrial Linux team within design, development,
customization, and longevity maintenance of industri-
al grade embedded Linux Board Support Packages
(BSP). PIL is complimented with several cyber miti-
gations - enabling customers conveniently to meet
requirements from cyber products standards.

Prevas Cybersecurity Intelligence (PCSI)
We offer vulnerability and patch management for em-
bedded devices as a service. This is a complementary
service to our PIL platform and can also be offered for
other platforms independently of whether they are
developed by Prevas or not.

Device Penetration Test

Based on our vast experience in low-level device
development. Prevas offers HW near penetration tests
of devices. We are experienced in delivering pentests
for medical devices and SaMDs meeting the require-
ments from the I[EC 81001-5-1 standard.

Cyber Risk Assessment

We offer a comprehensive and organized security
risk analysis of your product. The process will include
a mapping of the product and the potential cyber-
security risk areas the product possesses.

The cybersecurity project will result in a detailed and
structured analysis of your product where the cyber-
security risks are identified, and suitable mitigations
are proposed. This will be finalized in cybersecurity risk
report.
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Mads Doré Hansen, Embedded Development Advisor -~
Mads.dorehansen@prevas.dk, +45 40 19 65 66 G

Mogens Durup Nielsen, Business Development Manager www.prevas.dk

Mogens.durup@prevas.dk, +45 30 98 41 40

Seren W. Mathiasen, Vice President Sales & Marketing E_EE E
Soren.mathiasen@prevas.dk, +45 20 99 76 01 @ -

Henrik Mgller, President 3
Henrik.moller@prevas.dk, +45 29 49 92 02 E L, -
Folg os pa Linkedin

Locations in Denmark

Copenhagen, Aarhus and Aalborg

' Hello Possibility.

Prevas is a development hub with ingenuity at its core. With high technical competence and w

: : : : . : : A,
deep business understanding, we help customers from a wide variety of industries benefit A& -
through continuous technological innovation. Good for people, planet, and profit. Prevas was
established in 1985 and currently employs 1100 people in Sweden, Denmark, Norway, and @
Finland. Prevas is listed on NASDAQ Stockholm since 1998. THE GLOBAL GOALS
Certified according to ISO 9001 and ISO 13485.

For more information about Prevas, visit www.prevas.dk



